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lock:       ts      R0, mem[addr]   // load word into R0
            bnz     R0, #0          // if 0, lock obtained

unlock:     st      mem[addr], #0   // store 0 to address

In the simple but incorrect lock, the main problem was that there was a gap between obtaining the lock and updating
the lock's status. The test-and-set instruction allows the thread to atomically obtain the lock and update its status.
Therefore, a thread reads in a zero if and only if the lock is available, and the thread reas in a one if and only if the lock
is unavailable.

Now that we have a correct implementation, we can consider performance. The above diagram shows three
processors all contending for the same lock. The Y-axis is time. Each processor is performing a test and set lock. In this
case, processor 1 gets access to the lock first. Now, all other processors invalidate their cache lines according to
coherance protocol. Processors 2 and 3 will keep executing test and set to try and again access to the lock. Every time
processor 2 or 3 executes test and set, it askes for exclusive access to the memory address, grabs that cache line
(which forces everyone else to drop it), writes a 1, and reads that another processor already has the lock. This
processes repeats over and over again, until the first processor gives up the lock.

Test and Test and Set Lock



In the Test and Test and Set Lock, we test the lock just by reading the memory until it becomes free. Then we attempt
to take the lock by executing test and set. The Test and Test and Set lock is an improvement on the Test and Set lock
because reading from memory ("while (*lock != 0)") does not require exclusive access on the cache. Thus there is
almost no bus contention when the lock is taken. We only have bus contention when the lock becomes free. When this
occurs, some number of threads will attempt to execute a test and set instruction and one will get it.

void Lock(volatile int *lock) {
  while (1) {
    while (*lock != 0);
    if (test and set(*lock) == 0)
      return;
  }
}

void Unlock(volatile int *lock) {
  *lock = 0;
}

The following diagram describes the bus contention for a Test and Test and Set Lock:


