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'l admit it: journalists like milestones. Nice round numbers and anniversaries make
for good headlines. So my ears certainly perked up on Tuesday when Intel said that it

R e D B SRS 20 2017 2018 2019 2020 " S¥@% ~~ can now pack more than 100 million transistors in each square millimeter of chip “for

HVM Wafer Start Date - % . : IS0 e e . P

.. the first time in our industry’s history,” said Kaizad Mistry, a vice president and co-

™ director of logic technology at the company. Delivering more transistors in the same

%% area means the circuitry can be made smaller, saving on cost, or it means that more

£ functionality can be added to a chip without having to make it bigger.

Image: Intel

Ten years ago, the state-of-the-art for Intel was 3.3 million transistors per square
millimeter.
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Administrivia

A Head TA for the second section: Timo Schneider

A If anything goes wrong during an exercise: call him
A +41764688942

A If anything norurgent happens, send him email
A timos@inf.ethz.ch
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Learning goalsor today

So far:

A Simple proofs of correctness and unexpected problems with real computers

A Memory models as contract between programmer, compiler, runtime, and architecture
A W@l Qa @2t GAtS YR ad8yOKNRYAIT SR

A Some (not so great) locks

Now:

A Implementation of a twethread locks with Atomic Registers
5S11SNRaE | fA2NAGKY
t SGSNA2YQa Ff I32NARGIKY

A Implementation of athread locks with Atomic Registers
Filter lock
Bakery lock

A Context: remember you will not use these locks (you will use functions provided by the programming model!)
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Remember the Java Memory Model?

A Memory models provide (often minimal) guarantees forsibility of memory operations
A Contract between programmer, compiler, architecture about seman{  §1. : Das kantonale Steveramt volizieht das Erbschafts und

. Schenkungssteuergesetz (ESchG) vom 28. September 1986, soweit

A Detalls are far from triviat cf. SteuergesetXanton Zurich nachfolgend nichts Abweichendes geregelt ist.
 Die Finanzdirektion entscheidet iiber Rekurse gemiss §§ 61 Abs.2

Yet, if one wants toeally understan@n exampleg A G Q& G K'S | und 64 Abs 2 EScnGe.
A For our purposes, remembeplatile and synchronized() 82 Es gelten sinngeméss:

a. § 119 des Steuergesetzes® iiber den Ausstand,

Roughly: Memory operations will not be reordered with respectto | gfef;z; 521 Abs. 1 und 2 sowie §§ 23-25 der Verordnung zum
accesses to volatile variables or synchronized blocks.

A We should still be able to understand the laws of the memory modehus quick repetition
A No worry, you will do this yourself in exercises

A Program order order in which statements are executed (or course, meaning the actions resulting from statemen
A Synchronization ordeg order of synchronzingnemory actions (in the same thread)!

A Synchronizes with order of observed synchronizing memory actions across threads

A Happens before the union (transitive closure) of PO and SW
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Examples
int x; volatile int g; int x; volatile int g;
x =1; |write(x, 1) ||1int rl = g; |read(g):1 X = 1; |write(x, 1) || 1int rl = g; |[read(g):0
hb hb hb hb hb
g = 1; |write(g, 1) || int r2 = x; |read(x):1 g = 1; |vrite(g, 1) || int r2 = X; |read(x):0

Case 2: HB consistent, observe the default value

. . . hb
Case 1: HB consistent, observe the latest write in — (r1,72) = (0,0)

(r1,72) = (1,1)

int x; volatile int g; int x; volatile int g;
X =1; |write(x, 1) ||1int rl = g; |read(g):0 X =1; |write(x, 1)||1nt rl = g; |read(g):1
hb hb hb hb hb
g =1; |write(g, 1) || 1int r2 = x; |read(x):1 g =1; |write(g, 1) || int r2 = X; |read(x):0
Case 3: HB consistent (!), reading via race! Case 4: HB inconsistent, execution can be thrown away

(r1.72) = (0,1)
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Behind Locks
Implementationof Mutual Exclusion
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Assumptions

Will make «atomic»

_ more precise today.
In the following we assume

1) atomic reads and writes of variables of primitive type
2) no reordering of read and write sequences (! not true in practice ! here for simplicity !)
3) threads entering a critical section will leave it eventually

Otherwise we assume a multithreaded environment where processes can arbitrarily interleave.
We make no assumptions for progress in ngntical section!
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Critical sections

Pieces of code with the following conditions

1. Mutual exclusion: statements from critical sections of two or more processes must not be interleaved

2. Freedom from deadlock: if some processes are trying to enter a critical section then one of them must
eventually succeed

3. Freedom from starvation: iny process tries to enter its critical section, then that process must
eventually succeed

According to M. Ben Ari, Principles of Concurrent and Distributed Programming
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Critical section problem

global (shared) variables .
Easy to implement on a

singlecore machine.
Process P Process Q

How?
local variables local variables
loop loop
non-critical section non-critical section
preprotocol preprotocol
critical section critical section

postprotocol postprotocol
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Easy to implement on a single core system ...

global (shared) variables

Process P Process Q

local variables local variables

loop loop
non-critical section non-critical section
Switch off IRQs Switch off IRQs
critical section critical section

Switch on IRQs Switch on IRQs
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Mutual exclusion for 2 processes 1st Try

volatile boolean wantp=false, wantg=false

Process P Process Q Doyou seethe problent?
local variables local variables

loop loop

pl non-critical section gl non-critical section

P2 while(wantq); g2 while(wantp);

pP3 wantp = true g3 wantq = true

p4 critical section g4 critical section

PO wantp = false gs wantq = false
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pl non-critical section
State space diagram [p, g, wantp, wantq] x while(wanta)
p wantp =true
1 non-critical section 2 while(wantp)3 wantp=true  4criticalsection 5wantp =false p4 critical section
while(wantq) wantq=true wantqg =false p5 wantp = false

pl, ql, false, false ====p p2, g1, false, false ====Pp p3, ql, false, false ====Pp  p4, ql, true, false =p

v ‘ ‘ v

pl, g2, false, false ====p p2, g2, false, false ====Pp p3, g2, false, false ====Pp  p4, g2, true, false ==p

' v {

pl, g3, false, false === p2, g3, false, false ====Pp p3, g3, false, false === p4, g3, true, false =P

' ‘ ¢ |

pl, g4, false, true =P p2,g4, false, true p3,04, false, true =P  p4, g4, true, true =

' ' ¢ '

no mutual exclusion
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Observation:state spacediagramtoo large

volatile boolean Only of interest: state transitions of the protocol.
pl/ql is identical to p2/g2 i call state 2
p4/q4 is identical to p5/g5 1 call state 5

FIOEEss Then forbidden: both processes in state 5

local variables

loop .oup

pl non-critical section [ql non-critical section ]
[pz while(wantq): g2 while(wantp);

p3 wantp = true g3 wantq = true

p4 critical section q4 critical section
[p5 wantp = false ] qs wantq = false
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Reduced state space diagram [p, g, wantp, wangnly states 2, 3, and 5

1 non-critical section 2 await wantg == false 3, wantp=true 4 critical section 5 wantp=false

........................... o )
await wantp == false wantq =true > wantq =false
All of interest covered: - _ —
pl non-critical section
Lp2 while(wantq); )
Y T yoo BT Tein
p4 critical section
¥ P2, g2, false, false ====p p3, g2, false, false ====p  p5, g2, true, false --. p5 wantp = false )

‘ ...... B, ‘ ....... T o

¥ P2, g3, false, false === p3, 3, false, false =—==p  p5, g3, true, false --

‘ ...... ........................... ‘ ....... ‘ ...... o k

v P2, g5, false, true p3, 05, false, truge e==p  p5 q5 true, true

no mutual exclusion



v e en  ETHzUrich

Mutual exclusion for 2 processes2nd Try

volatile boolean wantp=false, wantqg=false

Process P Process Q Doyou seethe problent?
local variables local variables

loop loop

pl non-critical section gl non-critical section

P2 wantp = true g2 wantqg = true

pP3 while(wantq); g3 while(wantp):

p4 critical section g4 critical section

PS wantp = false gs wantq = false
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State space diagram [p, g, wantp, wantd]

1 non-critical section 2 wantp=true 3 while(wantp) 4 critical section 5 wantp="false
wantq =true while(wantq) wantqg =false

- P2, g2, false, false ===»  p3, g2, true, false =—==» p5, g2, true, false -

p2, g5, false, true =P  p3, g5, true, true

deadlock !
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Mutual exclusion for 2 processes3rd Try

volatile int turn = 1;
Process P Process Q Doyou seethe problent?
local variables local variables
loop loop
pl non-critical section gl non-critical section
p2 while(turn != 1); g2 while(turn != 2);
pP3 critical section g3 critical section

p4 turn = 2 g4 turn =1
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State space diagram [p, g, turn]

.................... We have not made any
....................................... assumptions about progress
""""""""" outside of the CS...

starvation!
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volatile boolean wantp=false, wantg=false, integer tuin=

Process P only when g Process Q
loop tries to get loop
non-critical section lock non-critical section
wantp = true and g has wantq = true
while (wantq) { preference while (wantp) {
If (turn == 2){ If (turn ==1) {

wantp = false; 2.9 [proEsee wantq = false

while(turn != 1); e e while(turn != 2);
wantp = true; }} wantqg = true; }}
critical section and try again critical section
turn = 2 turn =1
wantp = false wantq = false
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More concise than Decker: Peterson Lock

let P=1, Q=2; volatile boolean array flag[1..2] = [false, false];
volatile integer victim =

Process P (1) Process Q (2)
loop

loop
non-critical seM non-critical section
flag[P] = H flag[Q] = true
victim = victim = Q

while(flag[Q] && victim == P); while(flag[P] && victim == Q);
critical sect; critical section
flag[P] = false flag[Q] = false

21



We want to prove ...

that the Peterson Lock satisfies mutual exclusion
and that it is starvation free

Requires some notation first.

How?
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§1.7 *Das kantonale Steueramt vollzieht das Erbschafts- und
Schenkungssteuergesetz (ESchG) vom 28. September 1986, soweit
nachfolgend nichts Abweichendes geregelt ist.

2 Die Finanzdirektion entscheidet iiber Rekurse gemiss §§ 61 Abs.2
und 64 Abs. 2 ESchG*,

§ 2. FEs gelten sinngemdss:
a. § 119 des Steuergesetzes’ iiber den Ausstand,

b. §§2-15, §21 Abs. 1 und 2 sowie §§ 23-25 der Verordnung zum
Steuergesetz®.

22
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Events and precedence

Threads produce a sequence of events

P produces eveniSe w1 :
programs usually consist of loops,

e.g.,r "flag[P] = true" _
- " therefore we might need to count
occurences

j-th occurence of event i in thread -
e.g.,n = "flag[P] = false" in the third iteration

Precedence relation: we writg © {Fwhen a occurs before b.
Note that the precedence relatior®™ is a total order for events.
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Intervals

(& hd )dinterval of events® , @ with @ © @
With'0  &ho and'0  whd wewrite £ 0 iff O 4

W O w W O w
A - - O—)- - -~ — = - ---c--coooooo- o r—mm—g - mTTTesmsssssssssssssooooo-oooo.
W 0O w W O w
o o—— o o
>
0 O time
O @)
00 O 0° O 0 o O

we say 'OprecedesO" and ¢O and O are concurrent
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Atomic register

Register: basic memory object, can be shared or not
l.e., in this context register register of a CPU

Registern : operationsr.read()andr.write(v)

Atomic Register:

A An invocationJof r.read or r.write takes effect at a single poiritV'L in time

WL always lies between start and end of the operatiah

Two operationsJand K on the same register always have a different effect tirdg. WLk

An invocationJof r.read() returns the valuev written by the invocationK of r.write(v) with closest
preceding effect time// Lt

> v D
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Example
K M
rrread()A 1 . rwrite(8) 5
N — O————@ o e P S ——
rwrite(4) rread(A 4
B - | WU E— — o —— -
rwrite(1) i r.read()A 8

C @ m o @) — -~ = === = m oo mom oo

Wb Wb ) ve)  we) WE) time
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Atomic register

Assumptions for Atomic Registers justify to treat operations on them as events taking place at a single poir
In time.
Will use this in the following proofs.

Note that even with atomic registers there can still be naleterminism of programs because nothing is said
about the order of effect times for concurrent operations.
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. flag[P] = true
Proof: Mutual exclusion (Peterson) victim = P
while (flag[Q] && victim == P){}
By contradiction: assume concurrent £&hd Cg [A] C$

Assume without loss of generality: flag[P] = false

W(victim=Q )P W(victim=P)g;

A+ QG mustread false Bt mustread HC]
From the code:

W (flag[P]=trueP W (victim = P3» R (flag[Q])° R«(victim)© C$S

transitivity of"© "
"write of P" t must read true 7

Wi(flag[Q]=true»Wq(victim = QP Ry(flag[P])° Ry(victim)© C$,

"read of Q"



v e en  ETHzUrich

flag[P] = true

Proof: Freedom from starvation victim = P

while (flag[Q] && victim == P){}
Cs
flag[P] = false
By (exhaustive) contradition
Assume without loss of generality that P runs forever in its lock loop, waiting ufihdij[Q]==false or
victim =P
Possibilities for Q:
stuck in nonCS
t flag[Q] = false and P can continue. Contradiction.
repeatedly entering and leaving its CS
t sets victim to Q when entering.
Now victim cannot be changad P can continue. Contradiction.

stuck in its lock loop waiting untiflag[P]==false or victim 1= Q
Butvictim == andvictim == Q  cannot hold at the same time. Contradiction.
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Peterson in Java

class PetersonLock

{

volatile boolean flag[] = new boolean([2];

volatile int victim; :
Volatile reference to an array and not an

array of volatile variables!

public void Acquire(int id) This example may work in practice.

{ — _ However, for production programs it is
fl_ag_[ld]_—_ tr_ue, NEO2YYSYRSR (2 dz
wcpm =id; | o _ Atomicintegerand AtomiclntegerArray
while (flag[1 - id] && victim == id);

}

public void Release(int id)

{
flag[id] = false;

}



The Filter Lock

Extension of Peterson's lock to n processes

Every thread knows his level in the filtefevel[t]
In order to enter CS, a thread has to elevate all levels.

C2NJ SIIOK fS@Sftfy 6S dzaS t Si

at most one thread, if other threads are at higher level.

Foreverylevell there is one victim victim(l]
that hasto let others pass incaseof conflicts.

NE 2y Q&

v e en  ETHzUrich

YSOKIFYyA&AY



